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Copyright Notice

This set of transparencies, hereinafter referred to as slides, is protected by
copyright laws and provisions of International Treaties. The title and copyright
regarding the slides (including, but not limited to, each and every image,
photography, animation, video, audio, music and text) are property of the
authors specified on page 1.

The slides may be reproduced and used freely by research institutes, schools and
Universities for non-profit, institutional purposes. In such cases, no
authorization is requested.

Any total or partial use or reproduction (including, but not Ilimited to,
reproduction on magnetic media, computer networks, and printed reproduction)
is forbidden, unless explicitly authorized by the authors by means of written
license.

Information included in these slides is deemed as accurate at the date of
publication. Such information is supplied for merely educational purposes and
may not be used in designing systems, products, networks, etc. In any case,
these slides are subject to changes without any previous notice. The authors do
not assume any responsibility for the contents of these slides (including, but not
limited to, accuracy, completeness, enforceability, updated-ness of information
hereinafter provided).

In any case, accordance with information hereinafter included must not be
declared.

In any case, this copyright notice must never be removed and must be reported
even in partial uses.
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Parallel Independent Networks

Need for separate networks within a building or campus
= Privacy
m Security

Conseguences
m NNets = n x (links + net_devices)
= Waste of resources

= Full separation
= Traffic segregation
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Parallel Network Example
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Virtual LAN (VLAN)

Extended (bridged) LANs, when too large, are affected
by several issues

= High levels of multicast/broadcast traffic

= Multiple Logical IP Subnets (LISs)
= Routing among them

= Security and privacy

With Virtual LANs
= Eliminate the need for parallel (physical) networks
= Only one physical infrastructure

= Multiple (virtually) separate logical (virtual/) networks can
be setup

A virtual LAN can span
= A single switch
= A whole extended LAN, i.e., multiple switches
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Virtual LAN (VLAN)

Ethernet frames do not move between different VLANS
= Full separation

Communication between different VLANS is provided by
means of higher layer packets

m E.g., IP: IP Routers route IP packets between VLANs
= Possibly Layer 3 switches
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VLAN Deployment Advantages

Security

= No direct, i.e. at the Ethernet frame level, communication
between hosts in different VLANS

= Communication can be granted (at a higher protocol layer)
by routers with filtering functionalities

= Layer 3 Switches
= Firewalls

Solve competence conflicts among different
units/departments/functions of large organizations

= Independent management/operation of VLANS
Limit the scope of broadcast traffic
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Intra-Switch and Inter-Switch VLANS

First VLAN solutions were intra-switch
= Simple

= Only star topology networks with one switch at the core
with hubs connected to it

= Switch ports were grouped into a single broadcast domain

Current products offer Inter-Switch VLAN solutions that
can be deployed with both Full-Switching and Segment-
Switching
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Intra-Switch VLAN

Two or more switch ports can be grouped into a single
broadcast domain

Development LAN

Administration LAN

. Design LAN

J Executive LAN
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Intra-switch VLAN and Segmentable Hubs
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Inter-Switch VLAN

One physical connection is deployed to build different
LANS

It is necessary to identify the LAN each packet belongs
to
Switch Switch

Trunk Backbone
>< e \/LAN 8 et V/LAN 2 jed VLLAN 8 ><
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Tagging
Frame Tagging

= Based on encapsulation

= An Ethernet (Token Ring or FDDI) frame is encapsulated
into another Ethernet frame

= Proprietary solutions
= E.g., ISL (Inter-Switch Link) by Cisco
Packet Tagging
= An additional header is added to the MAC header

m Standardized by IEEE 802.1Q
= VLAN-ID

05-VLAN - 12 Copyright ©2002 - M. Baldi - P. Nicoletti: see page 2
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IEEE 802.1Q Tag Encoding

6| Destination Address 3 1
user
81-00 6 Source Address St CFI
802.1p Tag
] Length/Type = TPID VID (VLAN ID) - 12 bit

M

Relevant standards:
42 MAC Client DATA m IEEE 802.1p: format

m IEEE 802.3ac: Frame extension
= JEEE 802.1Q: VLAN

2 | Tag Control Information

2 Client Length/Type

1500
PAD

4 FCS
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Relevant Standards

IEEE 802.1Q defines VLAN functionalities and
specifications

IEEE 802.3ac defines a new Ethernet frame format to
include the Tag header carrying the VLAN ID

IEEE 802.1p defines:

m Tag header format
= Packet priority field, whose use is specified by IEEE 802.1p
= VLAN ID field

= GVRP for propagating VLAN related information among
switches

= Based on the more general GARP defined in IEEE 802.1p
= GARP = Generic Attribute Registration Protocol
= GVRP = GARP VLAN Registration Protocol

05-VLAN - 14 Copyright ©2002 - M. Baldi - P. Nicoletti: see page 2
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IEEE 802.1Q Bridge Relay Function

Port State Port State
Information \I, \l, Information

~| Forwarding

Process \
| Ingress | Egress
Rules Rules
Filtering
database
Frame < | Frame
Reception Transmission

05-VLAN - 15
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IEEE 802.1Q Specifics

Per port based VLAN assignment
Unique spanning tree

Multiple filtering database identified by FID (Filtering
Identifier)

m Can exist only one entry per MAC address on filtering
database

= A MAC Address may be present in different filtering
database
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Port-based VLAN

VLANSs are setup on a per-port basis
Each port can be configured as wither access port or

trunk port
Untaqgged Frames Untagged Frames
VLAN 11 VLAN 11

Tagged Frames

access \ access
link trunk link

link

VLAN 24 VLAN 24

05-VLAN - 17 Copyright ©2002 - M. Baldi - P. Nicoletti: see page 2



Hareioa - Pars s

SWITCHED

LAN

Device and Link Type

Equipment:
= VLAN-Aware manage tagged and untagged frames
= VLAN-Unaware don’t manage tagged frames
Access link:
m Receive and transmit Untagged frames
m default port configuration on the switch
Trunk link:
= Receive and transmit Tagged frames
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VLAN Configuration on Switches

3 typical steps:
VLAN creation on the switch;
VLAN port association;
Trunk ports definition

By default a port is considered of access type and
associated to a default VLAN

m The switch has a VLAN-unaware behaviour.
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SWITCHED

LAN

e

VLAN Configuration Example
Network topology:

05-VLAN - 20 Copyright ©2002 - M. Baldi - P. Nicoletti: see page 2
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Port Information Before VLAN Configuration

SW-C#sho wvlan brief

VLAN Name Status Ports

1 default active Fa0/1, Fa0O/2, Fa0/3, Fa0/4,
FaO/5, FaO/6, FalO/7, Fa0/s8,
Fa0/9, Fa0/10, Fa0/11, Fa0/12,
Fa0/13, Fa0/14, Fa0/15, Fa0O/1le6,
Fa0O/17, Fa0/18, Fa0/19, Fa0/20,
Fa0/21, Fa0/22, Fa0/23, Fa0/24,
Fa0/25, FalO/26, Fal0/27, Fa0/28,
Fa0/29, Fa0/30, Fa0/31, Fa0/32,
Fa0/33, Fa0/34, Fa0/35, Fa0/36,
Fa0/37, Fa0/38, Fa0/39, Fa0/40,
Fa0/41, Fa0/42, Fa0/43, Fa0/44,
Fa0/45, FaO/46, Fa0/47, Fa0/48,
Gi0/1, Gi0/2
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VLAN Scenario to be Realized

SW-A SW-C SW-B

>< TRUNK TRUNK >< TRUNK  TRUNK ><
(tagged) (tagged)

(= (=
~ANOMITO OO ~ANOMTOOO - ANW©
Z2ZzzZzzZzZzzZ2’l Z2Z2ZZZzZzZ2T 2 Z22Z2Z
O A A g = LI IICIZ <L I
S [ Y [ S [ R [ R ¢ S Y [
>>>>>>;I >>>>>>;I >>>>
\ J \ J \ J

Y Y Y
ACCESS ACCESS ACCESS

(untagged) (untagged) (untagged)
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VLAN

CreatIOn SW-C#vlan database
Switch (vlan) #vlan 2 name Administration
VLAN 2 added:

Name: Amministrazione
Switch (vlan) #vlan 3 name Sales
VLAN 3 added:

Name: Vendite
Switch (vlan) #vlan 4 name test-1
VLAN 4 added:

Name: prova-1
Switch (vlan) #vlan 5 name test-2
VLAN 5 added:

Name: prova-2
Switch (vlan) #vlan 6 name test-3
VLAN 6 added:

Name: prova-3
Switch (vlan) #vlan 100 name Production
VLAN 100 added:

Name: Produzione
SW-C (vlan) #fexit
APPLY completed.

Exiting. ...
SW-C#

05-VLAN - 23 Copyright ©2002 - M. Baldi - P. Nicoletti: see page 2
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Port ASSOCIatlon SW-C (config) #int fastEthernet 0/12

to VLAN SW-C (config-if) #switchport access vlan 100
Switch (config-if) #exit

SW-C (config—-if) #switchport access vlan 2
SW-C (config-if) #fexit

SW-C (confiqg) #int fastEthernet 0/20
SW-C (config-if) #switchport access vlan 3
SW-C (config-if) #fexit

SW-C (confiqg) #int fastEthernet 0/24
SW-C (config-if) #switchport access vlan 4
SW-C (config-if) #fexit

SW-C (config-if) #switchport access wvlan 5
SW-C (config—-if) #exit

SW-C (config) #int fastEthernet 0/32
SW-C (config—-if) #switchport access vlan 6
SW-C (config—-if) #exit

05-VLAN - 24 Copyright ©2002 - M. Baldi - P. Nicoletti: see page 2



SWITCHED

Port and VLAN Information After Switch

Configurati

SW-C#show vlan brief

VLAN Name Status Ports

1 default active Fa0/1, Fa0/2, Fa0/3, Fa0/4,
Fa0/5, Fa0/6, Fa0/7, Fa0/8,
Fa0/9, Fa0/10, Fa0/11, Fa0/36,
Fa0/37, Fa0/38, Fa0/39, Fa0/40,
Fa0/41, Fa0/42, Fa0/43, Fa0/44,
Fa0/45, Fa0O/46, Fa0/47, Fa0/48,
Gi0/1, Gi0/2

2 Administration active Fa0/16, Fa0/17, Fa0/18, Fa0/19

3 Sales active Fa0/20, Fa0/21, Fa0/22, Fa0/23

4 test-1 active Fa0/24, Fa0/25, Fa0/26, Fa0/27

5 test-2 active Fa0/28, Fa0/29, Fa0/30, Fa0/31

6 test-3 active Fa0/32, Fa0/33, Fa0/34, Fa0/35

100 Production active Fa0/12, Fa0/13, Fa0/14, Fa0/15

05-VLAN - 25 Copyright ©2002 - M. Baldi - P. Nicoletti: see page 2
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Trunk Port Static Configuration

Trunk port static configuration without implementation
of GVRP protocol

SW-C (config) #interface GigabitEthernet 0/1

SW-C (config-if) #switchport mode trunk

SW-C (config—-if) #switchport trunk allowed vlan add 1,2,5,6
SW-C(config-if) #exit

SW-C (config) #interface GigabitEthernet 0/2

SW—-C (config—-if) #switchport mode trunk

SW-C (config-if) #switchport trunk allowed vlan all

05-VLAN - 26 Copyright ©2002 - M. Baldi - P. Nicoletti: see page 2
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“Anarchic” VLAN on Switched LANs

Switch A Switch B

TRUNK ::><:: TRUNK TRUNK ::><:: TRUNK
(tagged)
\ ) \ )
Y Y

(tagged)

TRUNK TRUNK
TRUNK (tagged) (tagged)

=

>

8

TRUNK
>< Switch C Switch D ><

‘ ‘ ‘ ‘ All host interfaces must be VLAN ‘ ‘ ‘ ‘ ‘

aware and configured as trunk or
\ ) tagged \ )
Y Y
TRUNK . . . TRUNK
(tagléed) Host, i.e., user, determines its VLAN! (tagléed)
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Mobility
Port-based VLAN assignment does not support mobility

The VLAN a station belongs to depends on the port it is
connected to

If a host is moved to another port does not necessarily
keep being assigned to the same VLAN

= Proper configuration or network administrator intervention
might be required

Possible solution: “anarchic” VLAN

05-VLAN - 28 Copyright ©2002 - M. Baldi - P. Nicoletti: see page 2
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Mobility support example
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Mobility Support
Hosts with VLAN aware interfaces supporting IEEE
802.1Q tagging
Trunk configuration of host interfaces

Applicable to both shared (HUB-based) and switched
LANS

Hosts (users) determine the VLAN they belong to

Hybrid solution:
= (Large number of) Access ports for non-mobile hosts
= (Small number of) Trunk ports for mobile hosts

05-VLAN - 30 Copyright ©2002 - M. Baldi - P. Nicoletti: see page 2
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Hybrid Solution with Access and Trunk Ports

Switch A Switch B
TRUNK ::><:: TRUNK TRUNK ::><:: TRUNK
(tagged)

3 in IRE

Q Q

S \ ) \ ) |3

£ Y Y £
ACCESS ACCESS

TRUNK (untagged) (untagged) TRUNK

>< Switch C Switch D ><

TRUNK \_Y_I

(untagged) | < (untagged)
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Hybrid Link

Both tagged and untagged frames travel on a hybrid link
and the switch ports connected to it

VLAN 10

Access
link

VLAN-aware
bridge

VLAN 20

e ———
—_—
—

Hybrid

—_——
—~
-~

//Connected bridges
[

VLAN-unaware
end station

\ associate their

‘. frames toVLAN 30

VLAN-unaware
end station
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VLAN 10
VLAN-aware| Access
bridge link
VLAN 20
Access
link
VLAN-unawar
end station | VLAN 30
VLAN-aware
end station | VLAN 20
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GVRP: GARP VLAN Registration Protocol

A specialization of GARP: Generic Attribute Registration
Protocol

Used to register or unregister VLAN related attributes

m A switch registers the VLANSs it “knows"” with the switch on
the other side of a trunk link.

m Remote switch learns the VLANs whose packets should be
forwarded on the trunk link

Alternative to static definition of VLANs to be forwarded
on a 7runk Link

Switch using GVRP are said GVRP-Aware
GVRP operates on the STP active topology

05-VLAN - 33
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GARP: Generic Attribute Registration -
Protocol

Registers or unregisters various types of attributes into
an entity within a switch called GID

GID (GARP Information Distribution)

m Collection of state machines defining the current status of
attribute registrations and declarations

Attribute registration relates to a port receiving a GARP
PDU with the corresponding declaration
= Also a port set in Blocking state by STP

GIP (GARP Information Propagation)

m Entity in charge of propagating information among GARP
Participants

= Inside a single bridge
= Among different bridges (based on LLC type 1)

05-VLAN - 34 Copyright ©2002 - M. Baldi - P. Nicoletti: see page 2
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GARP: Architecture and Entities

Bridge End Station
GARP participant GARP participant GARP participant
GARP GARP GARP
application application application
GD |1 [ | GID GID
LLC
MAC
relay
entit
Frame Frame Frame | | Frame Frame Frame
RX X
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GVRP Packet Format

DSAP SSAP Length DSAP _SSAP Control
: Singlecast
Multicast » GVRP PDU
01-80-C2-00-00-21 dlndm;zo XY | 042H | 042H | XID FCS
el Bridge
Protocol Identifier:  00-01 1+2
Attribute Type: 00-01 | 3 ? = heg\/Ee:AL:_
Attribute Length: 04 |/4 ; Jg:zlnmp y
Attrlbuto 1 Attribute Event 5 o Leewe Sy
VLAN ID 6 +7 4= LeavelN
5= Empty
Lista degli /\J /\/
attibuti < /\/ /\7/
Attribute Length: 04
Attrlbuto n Attribute Event
VLAN ID

End Mark

Copyright ©2002 - M. Baldi - P. Nicoletti: see page 2
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SVL and IVL Bridge/Switch

SVL (Shared VLAN) Bridge
= Single forwarding table (filtering database)
= Shared by all VLANs
IVL (Indijpendent VLAN) Bridge
m A forwarding table is maintained for each VLAN
m Identified by a FID (Filtering Identifier)

05-VLAN - 37 Copyright ©2002 - M. Baldi - P. Nicoletti: see page 2
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SVL Bridge/Switch

Switch SVL

>< Port | MAC adress Ag. Time| VLAN
al 5l 6l 71 8] 9 4 08-00-2b-16-50-a0 1 2
NJANJANIT | T|J]O]O
Zlzlzlzlziz|=z 7 08-00-2b-c4-e6-aa 2 4
|| < <|< <|<
— ] e | ] |
2 id i i ks 5 | 08-00-2b-20-10-56| 7 2

2 08-00-5a-10-40-e1 12 6

08-00-2b-20-10-56
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IVL Bridge/Switch

Switch IVL

4| 5] 6] 7| 8] 9
MR E )
Z|lZ2|1 212|212
I << << <
Jld]ld J|d d
>l >l =)= >

FID # 1
VLAN 2-<

VLAN 6

FID # 2
VLAN 4-<
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FID # 3
VLAN 6-<

\Y4

\/
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Port | MAC adress Ag. Time
4 08-00-2b-16-50-a0 1

5 08-00-2b-20-10-56 7

7 08-00-2b-c4-e6-aa 2

2 08-00-5a-10-40-e1 12
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Host Belonging to Multiple VLANSs

IVL Switch

m If host (e.qg., a server) interface is VLAN-Aware (i.e., it
supports IEEE 802.1q tagged frames), host and switch
port are configured in 7runk mode

m Some products (e.g., Cisco switches) support Mu/ti VLAN
access ports

SVL Switch
m Host is connected to Access port
= Sophisticated VLAN configuration

05-VLAN - 40 Copyright ©2002 - M. Baldi - P. Nicoletti: see page 2
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Server Belonging to Multiple VLANs with e
Tf Un/( L/hk Server

Port 3 TRUNK

SwitchIVL | ____
,-~7 Port1 [ VLAN10 VLAN15 [Port2 "~.

P 3 AR
/ / \\ ll \VLAN 15 \\
/ 1 I \
/ I \
! ! \ \

. _ VLAN10 / \ _ |
' | Client A ,/ A Client B k

~
N _m_—_——-

Switch (config) #int fastEthernet 0/3

Switch(config-if) #switchport mode trunk

Switch(config-if) #switchport trunk allowed vlan add 10,15
Switch(config-if) #end

05-VLAN - 41 Copyright ©2002 - M. Baldi - P. Nicoletti: see page 2
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Server Belonging to Multiple VLANs with .
Multi VLAN Port

Server

Port 3

SwitchIVL | ____
_-~" Port1 | VLAN10 VLAN15 |Port2 .
\ 7

/ N \VLAN 15 %

/ 1 I \
/ I \
/ \ \

. _ VLAN10 / _ ‘
' | Client A it \ Client B )

~
N _m_—_—-

Switch(config) #int fastEthernet 0/3
Switch(config-if) #switchport mode multi
Switch(config-if) #switchport multi vlan add 10
Switch(config-if) #switchport multi vlan add 15
Switch(config-if) #end

05-VLAN - 42 Copyright ©2002 - M. Baldi - P. Nicoletti: see page 2
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SVL Switch

VLAN - Sharing table

VLAN
20
10
15

Shared ports
portale?2
porta 3

porta 3

05-VLAN - 43

Port 1

.

Client A

SWITCHED

LAN

o ——
- ~ -~

Server !

Port?i,//

Switch SVL
VLAN10 VLAN 15 | Port2

VLAN 20

VLAN 10

\VLAN 15

Client B
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Spanning tree problem with 802.1Q
STP not critical block

Trunk link
(VLAN all)
10 Case | VLAN-aware VLAéN_-:ware
Bridge riage
J %
Access link

VLAN 15 [_ Spanning tree
Blocking port

STP critical block _
Spanning tree

Trunk link I_ Blocking port
(VLAN all)
%

VLAN-aware VLAN-aware
2° Case Bridge Bridge

Access link
VLAN 15
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SWITCHED

LAN

Problems between VLAN-Aware and VLAN- %=
Unaware bridge

STP critical block

Client of
bridge 802.1D | Server A
VLAN -unaware
Server A VLAV
(VLAN 10) ]
Server B— -aware */ Blocking port
(VLAN 15)
VLAN 15

bridge 802.1D
VLAN -unaware| Client of

Server B

05-VLAN - 45
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Problems between VLAN-Aware and VLAN- %=
Unaware bridge

Block which does not allow the connection from clients A
to server A

STP
Blocking port

Client of

bridge 802.1D | gorvor A

VLAN -unaware
Server A VLAM
(VLAN 10) >

20 Case Bridge 802.1Q

Server B—— VLAN-aware
(VLAN 15) \
VLAN 15 bridge 802.1D

VLAN -unaware Client of
Server B
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IEEE 802.1v STANDARD

Per protocol based VLAN assignments
m VLAN Port-and-Protocol-based classification

Possible associations:
= One VLAN an the switch port (per port VLAN)

= More VLANs on the same port based on protocols
classified (per protocol VLAN)

Packets classification :

= On a basis protocol if they transport one of the protocols a
VLAN association was defined for

m The other ones, not classified by protocol, assumes VLAN
assigned to the port the (per port VLAN)
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Protocol classification

This fields according to the frame format are taken:
Ethernet V 2.0
IEEE 802.3 RFC 1042 compliant
IEEE 802.3 IEEE 802.1H compliant
IEEE 802.3 with Private SNAP
All the other cases of IEEE 802.3 formats
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Classification fields

1 — Ethernet V 2.0 DA/SA Type | ..........
2 - 802.3 RFC 1042 DA/SA | Length |AA-AA-03| 00-00-00 Type | ..........
3 - 802.3 Private SNAP| DA/SA Length | AA-AA-03 PD | ..........

4 - 802.3 802.1H

compliant DA/SA | Length |AA-AA-03| 00-00-F8 | Type | ..........
5-802.3 with LLC
addresses DA/SA | Length |LLC DSAP/SSAP| ..........
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Rudiments on which 802.1v bases his =
functions

Protocol Group Database
= Code of the classifiable protocols
m Group ID (identifier)
Group ID are associated with VLAN in a flexible manner:
= A VLAN for every Group ID
m Several Group ID to the same VLAN

Several VLAN ID (VID) for ports receiving untagged
traffic

m Port-and-Protocol-based classification
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Multiple VID on the switch ports assignation &
example

Ethernet DA/SA Type | ..cvenn...

802.3 RFC 1042 | DA/SA | Length |AA-AA-03| 00-00-00 | Type | .cevveen..

Group ID| VID Set of
A 234 VID for

Protocol Group Database B 567 port 1

Frame type EtheLrL1gpe/ Group ID C 234

D 567
Eth t 08-00 A

o 1 PVID port 1
Ethernet 08-06 B 1
RFC1042 | 08-00 c (Port VLAN ID)
RFC 1042 08-06 F
Group ID| VID Set of
A 123 VID for
B 123 port 2

789 PVID port 2
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Cisco Inter Switch Link (ISL)

= The original frame is encapsulated within a ISL header
and a new FCS

= two level tagging method
= allows the support of 1024 VLAN
= Multiple Spanning Tree (one per VLAN)
= Realized in ASIC to ensure wire speed performances

ISL Header FCS
26 bytes Encapsulated frame 1 ... 24.5 KBytes 4 bytes
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ISL header format

The 40 first bits of MAC DA identify a multicast
destination address

The other 8 bits are used as type and user field

MAC-DSAP

DA Type User SA Len AA-AA-03 HSA VLAN BPDU Index Res

Type: frame type
m Ethernet, Token Ring, FDDI, ...
User: user priority

-00-0c-00- = Similar to the priority specified in IEEE
BIAUEAOEALIANL 802.1p standard
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ISL per VLAN Spanning tree

S1

/N

ST VLAN-2

ST VLAN-8
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