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9 = RSA Public Key Authentication

10 = DSS Unilateral

11 = KEA

12 = KEA-VALIDATE

13 = EAP-TLS

14 = Defender Token (AXENT)

15 = RSA Security SecurlD EAP .
16 = Arcot Systems EAP M
17 = EAP-Cisco Wireless (LEAP)

18 = Nokia IP Smart Card Authentication

19 = SRP-SHA1 Part 1

20 = SHP-SHA2 Part 2

21 = EAP-TTLS

22 = Remote Access Service

23 = UTMS Authentication and Key Agreement
24 = EAP-3Com Wireless

25 = PEAP

26 = MS-EAP Authentication

27 = Mutual Authentication w/Key Exchange (MAKE)
28 = CRYPTOCard

29 = EAP-MSCHAP-V2

30 = DynamID

31 = Rob EAP
32 = SecurlD EAP
33 = EAP-TLV

34 = SentriNET

35 = EAP-Actiontec Wireless

36 = Cogent Systems Biometrics Authentication EAP
37 = AirFortress EAP

38 = EAP-HTTP Digest

39 = SecureSuite EAP

40 = Device Connect EAP

41 = EAP-SPEKE

42 = EAP-MOBAC

43 = EAP-FAST

44 - 191 = Not Assigned; Can Be Assigned by
IANA on the Advice of a Designated Expert

192 — 253 = Reserved. Requires Standards Action
254 = Expanded Types

255 = Experimental Usage

Type-Data
(Length
depends on
the type)




4 4- - |
7 /
4+ .
| 17
- %
17 .4
) ,
17 1+
_6* 0 |
PREAM. |SFD|DSAP|SSAP gzg DATA FCS
Ottetti 7 1 6 6 2 da 46 a 1500 4




)1 17 -1+ O
17+
- 6 0 |
PREAM. |SFD|DSAP|SSAP g;(_gg DATA FCS
Bytes7 1 6 2 da 46 a 1500 4
Protocol Vers. |Packet Type [Packet body
O1H 1 byte length 2 byte FRELEL g

$" %




)1 17 -

9 I + O / 1
4 )N ) <5
Protocol
DSAP SSAP CONTROL |dentifier INFORMATION

O0AA ‘ OAA ‘ 03 000000 | 88-8E

ocol
Type

OUl

Protocol Vers. |Packet Type [Packet body

O1H 1 byte length 2 byte Backetbody

/




SUPPLICANT PAE AUTHENTICATOR PAE AUTHE NTICATION SERVER
- EAP-Reguestidentity
EAP-Responss/identity M0y -
EAP-Request/OTE
+r— == OTP Challenge
EAP-FResponsa/OTR, e = = o o = = — —
OTPpw -
l———————— — — — — — - EAP-Success
Authentication Port aufhornzad

successfully complated

$ &
______ $ &



- =% - > f#

SUPPLICANT PAE AUTHENTICATOR PAE AUTHE NTICATION SERVER
- EAP-Requestidentity
EAP-Response/dentity (M0 -
EAP-RequestiOTRE
+— - OTP Challenge
EAP-ResponeelOT P, e o . o =
OTPpw -
— e e o o — ~C&F-Fallure
Authentication Fort not authorized
falled

$ &
______ $ &



S

SUPPLICANT PAE

AUTHENTICATOR PAE AUTHE NTICATION SERVER
EAP-Reguestidentity

|

EAP-Responsa/identity (MyID)

|

EAP-Respones/OTR,

OTPpw

Authentication
succesafully completed

————————— =ju-
EAP-RequastiOTR,
______ OTP Challenge
————————— =ju-
l—— — — — — — EAP-Success
Port authorized
-

EAPOL-LOGOFF

Authantication
succesafully terminated

Fart mod authonzad

$ &
— $ &



)

3 1
Sy A

Authentication
Layer TLS EAP SIM TTLS PEAP EAP-FAST
EAP EAP
Layer
g
EAPOL
N~ A A
MAC 802.3 802
Layer ' 11




-.._"
Access
Point RADIUS
Server
Start ® AP Blocks all Requests until
4~ Request Identity . Authentication Completes
Identity > Identity =—-=G
RADIUS Server Authenticates Client
I -
- >
Client Authenticates RADIUS Server
g >
o .

| Success - difp— Success












I L %6



|/

*/

*/



$$



6 %
N +F



6 %



l 66 % +
14 - I 6 %
% + $ 1

-5 -@ > )N #3%)N #3<C



l 66 %









%






802.1X Protocol Version (for EAP Authenticatio|ngoz_1x_2001 v

Primary Server Reattempt Period (Min): 0
Server Name/IP Server Type Port Shared Secret Retran Int (sec)
172.130.1.124 RADIUS |V 1812 ko 5
Use server for: EAP Authentication MAC Adss Authentication User Authentication
RADIUS |V 1812 koo 5
Use server for: EAP Authentication MAC Adss Authentication User Authentication
RADIUS |V 1812 Hkkkkkdkkokk 5
Use server for: EAP Authentication MAC Adss Authentication User Authentication
RADIUS |W¥ 1812 SRR 5
Use server for: EAP Authentication MAC Adss Authentication User Authentication
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