Esempio di un problema di connessione TCP che viene aperta correttamente, ma poi rimane appesa e non viene chiusa.
Dalle prove e dalle catture dei pacchetti effettuate con l'analizzatore di protocollo risulta evidente che la macchina BBB inizia la connessione TCP, la macchina AAA risponde correttamente e la connessione TCP si stabilisce secondo le specifiche standard, successivamente le macchine effettuano un interscambio di dati iniziale e poi la connessione rimane appesa e non viene chiusa.
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La connessione viene aperta dall'host BBB 172.10.5.2

- - - - - - - - - - - - - - - - Frame 1 - - - - - - - - - - - - - - - - -

 Pacchetto di apertura della connessione TCP (Fase 1 di handshake)

SUMMARY  Delta T     Destination   Source        Summary

M    1            0009B754B980    0009B79D51D0     DLC Ethertype=0800, size=74 bytes

                                                   IP  D=[172.3.253.99] S=[172.10.5.2] LEN=40 ID=13138

                                                   TCP D=12001 S=1087 SYN SEQ=1228070408 LEN=0 WIN=32768

DLC:  ----- DLC Header -----

DLC:  

DLC:  Frame 1 arrived at  12:16:36.7290; frame size is 74 (004A hex) bytes.

DLC:  Destination = Station 0009B754B980

DLC:  Source      = Station 0009B79D51D0

DLC:  Ethertype  = 0800 (IP)

DLC:  

IP:   ----- IP Header -----

IP:   

IP:   Version = 4, header length = 20 bytes

IP:   Type of service = 00

IP:         000. .... = routine

IP:         ...0 .... = normal delay

IP:         .... 0... = normal throughput

IP:         .... .0.. = normal reliability

IP:   Total length    = 60 bytes

IP:   Identification  = 13138

IP:   Flags           = 0X

IP:         .0.. .... = may fragment

IP:         ..0. .... = last fragment

IP:   Fragment offset = 0 bytes

IP:   Time to live    = 59 seconds/hops

IP:   Protocol        = 6 (TCP)

IP:   Header checksum = 93E8 (correct)

IP:   Source address      = [172.10.5.2]  !Indirizzo IP sorgente

IP:   Destination address = [172.3.253.99] !Indirizzo IP destinatario
IP:   No options

IP:   

TCP:  ----- TCP header -----

TCP:  

TCP:  Source port             = 1087   !Porta dinamica (connection ID)
TCP:  Destination port        = 12001  !Porta statica

TCP:  Initial sequence number = 1228070408 !(assegnazione di un numero casuale

                                             Iniziale da parte di BBB)

TCP:  Data offset             = 40 bytes

TCP:  Flags                   = 02

TCP:                ..0. .... = (No urgent pointer)

TCP:                ...0 .... = (No acknowledgment)

TCP:                .... 0... = (No push)

TCP:                .... .0.. = (No reset)

TCP:                .... ..1. = SYN 

TCP:                .... ...0 = (No FIN)

TCP:  Window                  = 32768
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TCP:  Checksum                = 3102 (correct)

TCP:  

TCP:  Options follow

TCP:  Maximum segment size    = 1460

TCP:  No-op

TCP:  Window scale option     = 2

TCP:  No-op

TCP:  No-op

TCP:  Timestamp Option:

TCP:    Timestamp value       = 1414083293

TCP:    Timestamp echo reply  = 0 (should be zero)

TCP:  

ADDR  HEX                                                ASCII

0000  00 09 B7 54 B9 80 00 09  B7 9D 51 D0 08 00 45 00  ...T......Q...E.

0010  00 3C 33 52 00 00 3B 06  93 E8 AC 1B 05 02 0A 01  .<3R..;.........

0020  FD 63 04 3F 2E E1 49 32  DE 08 00 00 00 00 A0 02  .c.?..I2........

0030  80 00 31 02 00 00 02 04  05 B4 01 03 03 02 01 01  ..1.............

0040  08 0A 54 49 32 DD 00 00  00 00                    ..TI2.....

- - - - - - - - - - - - - - - - Frame 2 - - - - - - - - - - - - - - - - -

Pacchetto di risposta a BBB in apertura della connessione TCP (Fase 2 di handshake)

SUMMARY  Delta T     Destination   Source        Summary

     2    0.0021  0009B79D51D0    0009B754B980     DLC Ethertype=0800, size=74 bytes

                                                   IP  D=[172.10.5.2] S=[172.3.253.99] LEN=40 ID=60923

                                                   TCP D=1087 S=12001 SYN ACK=1228070409 SEQ=2142668557 LEN=0 WIN=32768

DLC:  ----- DLC Header -----

DLC:  

DLC:  Frame 2 arrived at  12:16:36.7312; frame size is 74 (004A hex) bytes.

DLC:  Destination = Station 0009B79D51D0

DLC:  Source      = Station 0009B754B980

DLC:  Ethertype  = 0800 (IP)

DLC:  

IP:   ----- IP Header -----

IP:   

IP:   Version = 4, header length = 20 bytes

IP:   Type of service = 00

IP:         000. .... = routine

IP:         ...0 .... = normal delay

IP:         .... 0... = normal throughput

IP:         .... .0.. = normal reliability

IP:   Total length    = 60 bytes

IP:   Identification  = 60923

IP:   Flags           = 0X

IP:         .0.. .... = may fragment

IP:         ..0. .... = last fragment

IP:   Fragment offset = 0 bytes

IP:   Time to live    = 63 seconds/hops
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IP:   Protocol        = 6 (TCP)

IP:   Header checksum = D53E (correct)

IP:   Source address      = [172.3.253.99] !Indirizzo IP sorgente 

IP:   Destination address = [172.10.5.2]  !Indirizzo IP destinatario

IP:   No options

IP:   

TCP:  ----- TCP header -----

TCP:  

TCP:  Source port             = 12001   !Porta statica

TCP:  Destination port        = 1087    !Porta dinamica (connection ID)
TCP:  Initial sequence number = 2142668557 !Assegnazione di un numero casuale

                                             Iniziale da parte di AAA

TCP:  Acknowledgment number   = 1228070409   !Ack da AAA a BBB (1228070408+1)

TCP:  Data offset             = 40 bytes

TCP:  Flags                   = 12

TCP:                ..0. .... = (No urgent pointer)

TCP:                ...1 .... = Acknowledgment

TCP:                .... 0... = (No push)

TCP:                .... .0.. = (No reset)

TCP:                .... ..1. = SYN

TCP:                .... ...0 = (No FIN)

TCP:  Window                  = 32768

TCP:  Checksum                = 22D0 (correct)

TCP:  

TCP:  Options follow

TCP:  Maximum segment size    = 524

TCP:  No-op

TCP:  Window scale option     = 0

TCP:  No-op

TCP:  No-op

TCP:  Timestamp Option:

TCP:    Timestamp value       = 1417655943

TCP:    Timestamp echo reply  = 1414083293

TCP:  

ADDR  HEX                                                ASCII

0000  00 09 B7 9D 51 D0 00 09  B7 54 B9 80 08 00 45 00  ....Q....T....E.

0010  00 3C ED FB 00 00 3F 06  D5 3E 0A 01 FD 63 AC 1B  .<....?..>...c..

0020  05 02 2E E1 04 3F 7F B6  87 0D 49 32 DE 09 A0 12  .....?....I2....

0030  80 00 22 D0 00 00 02 04  02 0C 01 03 03 00 01 01  ..".............

0040  08 0A 54 7F B6 87 54 49  32 DD                    ..T...TI2.

- - - - - - - - - - - - - - - - Frame 3 - - - - - - - - - - - - - - - - -

Pacchetto di risposta a AAA in apertura della connessione TCP (Fase 3 di handshake)

SUMMARY  Delta T     Destination   Source        Summary

     3    0.1327  0009B754B980    0009B79D51D0     DLC Ethertype=0800, size=66 bytes

                                                   IP  D=[172.3.253.99] S=[172.10.5.2] LEN=32 ID=13139

                                                   TCP D=12001 S=1087     ACK=2142668558 WIN=32768

DLC:  ----- DLC Header -----
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DLC:  

DLC:  Frame 3 arrived at  12:16:36.8639; frame size is 66 (0042 hex) bytes.

DLC:  Destination = Station 0009B754B980

DLC:  Source      = Station 0009B79D51D0

DLC:  Ethertype  = 0800 (IP)

DLC:  

IP:   ----- IP Header -----

IP:   

IP:   Version = 4, header length = 20 bytes

IP:   Type of service = 00

IP:         000. .... = routine

IP:         ...0 .... = normal delay

IP:         .... 0... = normal throughput

IP:         .... .0.. = normal reliability

IP:   Total length    = 52 bytes

IP:   Identification  = 13139

IP:   Flags           = 0X

IP:         .0.. .... = may fragment

IP:         ..0. .... = last fragment

IP:   Fragment offset = 0 bytes

IP:   Time to live    = 59 seconds/hops

IP:   Protocol        = 6 (TCP)

IP:   Header checksum = 93EF (correct)

IP:   Source address      = [172.10.5.2]  !Indirizzo IP sorgente 

IP:   Destination address = [172.3.253.99] !Indirizzo IP destinatario 

IP:   No options

IP:   

TCP:  ----- TCP header -----

TCP:  

TCP:  Source port             = 1087  !Porta dinamica (connection ID)
TCP:  Destination port        = 12001 !Porta statica
TCP:  Sequence number         = 1228070409 !sequence number identico al

                                    precedente Acknowledgment inviato da AAA
TCP:  Acknowledgment number   = 2142668558 !Ack di BBB in risposta al numero di

                                sequenza iniziale inviato da AAA (2142668557+1) 

TCP:  Data offset             = 32 bytes

TCP:  Flags                   = 10

TCP:                ..0. .... = (No urgent pointer)

TCP:                ...1 .... = Acknowledgment
TCP:                .... 0... = (No push)

TCP:                .... .0.. = (No reset)

TCP:                .... ..0. = (No SYN)

TCP:                .... ...0 = (No FIN)

TCP:  Window                  = 32768

TCP:  Checksum                = 4A65 (correct)

TCP:  

TCP:  Options follow

TCP:  No-op

TCP:  No-op

TCP:  Timestamp Option:

TCP:    Timestamp value       = 1414083428

TCP:    Timestamp echo reply  = 1417655943

TCP:  
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ADDR  HEX                                                ASCII

0000  00 09 B7 54 B9 80 00 09  B7 9D 51 D0 08 00 45 00  ...T......Q...E.

0010  00 34 33 53 00 00 3B 06  93 EF AC 1B 05 02 0A 01  .43S..;.........

0020  FD 63 04 3F 2E E1 49 32  DE 09 7F B6 87 0E 80 10  .c.?..I2........

0030  80 00 4A 65 00 00 01 01  08 0A 54 49 33 64 54 7F  ..Je......TI3dT.

0040  B6 87                                             ..

CONNESSIONE TCP STABILITA CORRETTAMENTE

- - - - - - - - - - - - - - - - Frame 4 - - - - - - - - - - - - - - - - -

Invio di dati da parte di BBB verso AAA

SUMMARY  Delta T     Destination   Source        Summary

     4    0.0048  0009B754B980    0009B79D51D0     DLC Ethertype=0800, size=75 bytes

                                                   IP  D=[172.3.253.99] S=[172.10.5.2] LEN=41 ID=13140

                                                   TCP D=12001 S=1087     ACK=2142668558 SEQ=1228070409 LEN=9 WIN=32768

DLC:  ----- DLC Header -----

DLC:  

DLC:  Frame 4 arrived at  12:16:36.8687; frame size is 75 (004B hex) bytes.

DLC:  Destination = Station 0009B754B980

DLC:  Source      = Station 0009B79D51D0

DLC:  Ethertype  = 0800 (IP)

DLC:  

IP:   ----- IP Header -----

IP:   

IP:   Version = 4, header length = 20 bytes

IP:   Type of service = 00

IP:         000. .... = routine

IP:         ...0 .... = normal delay

IP:         .... 0... = normal throughput

IP:         .... .0.. = normal reliability

IP:   Total length    = 61 bytes

IP:   Identification  = 13140

IP:   Flags           = 0X

IP:         .0.. .... = may fragment

IP:         ..0. .... = last fragment

IP:   Fragment offset = 0 bytes

IP:   Time to live    = 59 seconds/hops

IP:   Protocol        = 6 (TCP)

IP:   Header checksum = 93E5 (correct)

IP:   Source address      = [172.10.5.2]  !Indirizzo IP sorgente

IP:   Destination address = [172.3.253.99] !Indirizzo IP destinatario

IP:   No options

IP:   

TCP:  ----- TCP header -----

TCP:  

TCP:  Source port             = 1087  !Porta dinamica (connection ID)
TCP:  Destination port        = 12001 !Porta statica
TCP:  Sequence number         = 1228070409 !Numero di sequenza assegnato al

                                            primo byte che BBB invia ad AAA 

TCP:  Acknowledgment number   = 2142668558 !Ack numero di sequenza del primo 

                                byte del segmento successivo che invierà AAA
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TCP:  Data offset             = 32 bytes

TCP:  Flags                   = 18

TCP:                ..0. .... = (No urgent pointer)

TCP:                ...1 .... = Acknowledgment

TCP:                .... 1... = Push

TCP:                .... .0.. = (No reset)

TCP:                .... ..0. = (No SYN)

TCP:                .... ...0 = (No FIN)

TCP:  Window                  = 32768

TCP:  Checksum                = CB9B (correct)

TCP:  

TCP:  Options follow

TCP:  No-op

TCP:  No-op

TCP:  Timestamp Option:

TCP:    Timestamp value       = 1414083428

TCP:    Timestamp echo reply  = 1417655943

TCP:  [9 byte(s) of data] 9 byte di dati inviati da BBB

TCP:  

ADDR  HEX                                                ASCII

0000  00 09 B7 54 B9 80 00 09  B7 9D 51 D0 08 00 45 00  ...T......Q...E.

0010  00 3D 33 54 00 00 3B 06  93 E5 AC 1B 05 02 0A 01  .=3T..;.........

0020  FD 63 04 3F 2E E1 49 32  DE 09 7F B6 87 0E 80 18  .c.?..I2........

0030  80 00 CB 9B 00 00 01 01  08 0A 54 49 33 64 54 7F  ..........TI3dT.

0040  B6 87 F0 F0 F0 F0 F4 E3  D4 F1 D3                 ...........


- - - - - - - - - - - - - - - - Frame 5 - - - - - - - - - - - - - - - - -

Invio di dati da parte di AAA in risposta a BBB

SUMMARY  Delta T     Destination   Source        Summary

     5    0.0874  0009B79D51D0    0009B754B980     DLC Ethertype=0800, size=88 bytes

                                                   IP  D=[172.10.5.2] S=[172.3.253.99] LEN=54 ID=60924

                                                   TCP D=1087 S=12001     ACK=1228070418 SEQ=2142668558 LEN=22 WIN=32759

DLC:  ----- DLC Header -----

DLC:  

DLC:  Frame 5 arrived at  12:16:36.9561; frame size is 88 (0058 hex) bytes.

DLC:  Destination = Station 0009B79D51D0

DLC:  Source      = Station 0009B754B980

DLC:  Ethertype  = 0800 (IP)

DLC:  

IP:   ----- IP Header -----

IP:   

IP:   Version = 4, header length = 20 bytes

IP:   Type of service = 00

IP:         000. .... = routine

IP:         ...0 .... = normal delay

IP:         .... 0... = normal throughput

IP:         .... .0.. = normal reliability
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IP:   Total length    = 74 bytes

IP:   Identification  = 60924

IP:   Flags           = 0X

IP:         .0.. .... = may fragment

IP:         ..0. .... = last fragment

IP:   Fragment offset = 0 bytes

IP:   Time to live    = 63 seconds/hops

IP:   Protocol        = 6 (TCP)

IP:   Header checksum = D52F (correct)

IP:   Source address      = [172.3.253.99]   !Indirizzo IP sorgente
IP:   Destination address = [172.10.5.2]    !Indirizzo IP destinatario

IP:   No options

IP:   

TCP:  ----- TCP header -----

TCP:  

TCP:  Source port             = 12001  !Porta statica

TCP:  Destination port        = 1087   !Porta dinamuca (connection ID)

TCP:  Sequence number         = 2142668558 !Numero di sequenza assegnato al

                                            primo byte che AAA invia a BBB
TCP:  Acknowledgment number   = 1228070418 !Ack numero di sequenza del primo 

              byte del segmento successivo che invierà BBB (1228070409+9)
TCP:  Data offset             = 32 bytes

TCP:  Flags                   = 18

TCP:                ..0. .... = (No urgent pointer)

TCP:                ...1 .... = Acknowledgment

TCP:                .... 1... = Push

TCP:                .... .0.. = (No reset)

TCP:                .... ..0. = (No SYN)

TCP:                .... ...0 = (No FIN)

TCP:  Window                  = 32759

TCP:  Checksum                = 6281 (correct)

TCP:  

TCP:  Options follow

TCP:  No-op

TCP:  No-op

TCP:  Timestamp Option:

TCP:    Timestamp value       = 1417656080

TCP:    Timestamp echo reply  = 1414083428

TCP:  [22 byte(s) of data] 22 byte di dati inviati da AAA in risposta a BBB

TCP:  

ADDR  HEX                                                ASCII

0000  00 09 B7 9D 51 D0 00 09  B7 54 B9 80 08 00 45 00  ....Q....T....E.

0010  00 4A ED FC 00 00 3F 06  D5 2F 0A 01 FD 63 AC 1B  .J....?../...c..

0020  05 02 2E E1 04 3F 7F B6  87 0E 49 32 DE 12 80 18  .....?....I2....

0030  7F F7 62 81 00 00 01 01  08 0A 54 7F B7 10 54 49  ..b.......T...TI

0040  33 64 F0 F0 F0 F1 F7 4C  7C 7C 7C E7 E7 E7 E7 E7  3d.....L|||.....

0050  E7 F0 F0 F0 F0 7B 7B 7B                           .....{{{

- - - - - - - - - - - - - - - - Frame 6 - - - - - - - - - - - - - - - - -

Invio di dati da parte di BBB
Sniffer Network Analyzer data from 4-Jan-80 at 12:16:14, file C:\ENCAP\BBB10.ENC, Page 8

SUMMARY  Delta T     Destination   Source        Summary

     6    0.2094  0009B754B980    0009B79D51D0     DLC Ethertype=0800, size=123 bytes

                                                   IP  D=[172.3.253.99] S=[172.10.5.2] LEN=89 ID=13141

                                                   TCP D=12001 S=1087     ACK=2142668580 SEQ=1228070418 LEN=57 WIN=32762

DLC:  ----- DLC Header -----

DLC:  

DLC:  Frame 6 arrived at  12:16:37.1655; frame size is 123 (007B hex) bytes.

DLC:  Destination = Station 0009B754B980

DLC:  Source      = Station 0009B79D51D0

DLC:  Ethertype  = 0800 (IP)

DLC:  

IP:   ----- IP Header -----

IP:   

IP:   Version = 4, header length = 20 bytes

IP:   Type of service = 00

IP:         000. .... = routine

IP:         ...0 .... = normal delay

IP:         .... 0... = normal throughput

IP:         .... .0.. = normal reliability

IP:   Total length    = 109 bytes

IP:   Identification  = 13141

IP:   Flags           = 0X

IP:         .0.. .... = may fragment

IP:         ..0. .... = last fragment

IP:   Fragment offset = 0 bytes

IP:   Time to live    = 59 seconds/hops

IP:   Protocol        = 6 (TCP)

IP:   Header checksum = 93B4 (correct)

IP:   Source address      = [172.10.5.2]   !Indirizzo IP sorgente

IP:   Destination address = [172.3.253.99]  !Indirizzo IP destinatario

IP:   No options

IP:   

TCP:  ----- TCP header -----

TCP:  

TCP:  Source port             = 1087   !Porta dinamica (connection ID)

TCP:  Destination port        = 12001  !Porta statica

TCP:  Sequence number         = 1228070418 !Numero di sequenza del primo byte

                          del segmento successivo di dati che BBB invia ad AAA

TCP:  Acknowledgment number   = 2142668580 !Ack numero di sequenza del primo 

              byte del segmento successivo che invierà AAA (2142668558+22)

TCP:  Data offset             = 32 bytes

TCP:  Flags                   = 18

TCP:                ..0. .... = (No urgent pointer)

TCP:                ...1 .... = Acknowledgment

TCP:                .... 1... = Push

TCP:                .... .0.. = (No reset)

TCP:                .... ..0. = (No SYN)

TCP:                .... ...0 = (No FIN)

TCP:  Window                  = 32762

TCP:  Checksum                = AA39 (correct)

TCP:  

TCP:  Options follow
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TCP:  No-op

TCP:  No-op

TCP:  Timestamp Option:

TCP:    Timestamp value       = 1414083635

TCP:    Timestamp echo reply  = 1417656080

TCP:  [57 byte(s) of data] 57 byte di dati inviati da BBB ad AAA

TCP:  

ADDR  HEX                                                ASCII

0000  00 09 B7 54 B9 80 00 09  B7 9D 51 D0 08 00 45 00  ...T......Q...E.

0010  00 6D 33 55 00 00 3B 06  93 B4 AC 1B 05 02 0A 01  .m3U..;.........

0020  FD 63 04 3F 2E E1 49 32  DE 12 7F B6 87 24 80 18  .c.?..I2.....$..

0030  7F FA AA 39 00 00 01 01  08 0A 54 49 34 33 54 7F  ...9......TI43T.

0040  B7 10 F0 F0 F0 F5 F2 E7  E7 E7 E7 E7 E7 D8 C7 C1  ................

0050  D5 F3 F9 F0 D3 C8 F0 F0  F0 F0 F0 F0 F1 F0 F0 F0  ................

0060  F0 F1 F8 F0 F0 F0 F0 F1  F8 E0 79 C0 6A D0 A1 F0  ..........y.j...

0070  F0 F0 F1 F0 F0 F0 F0 F0  F0 F0 F0                 ...........


- - - - - - - - - - - - - - - - Frame 7 - - - - - - - - - - - - - - - - -

Pacchetto di Acknowledgment da parte di AAA in risposta a BBB senza invio ulteriore di dati
SUMMARY  Delta T     Destination   Source        Summary

     7    0.2789  0009B79D51D0    0009B754B980     DLC Ethertype=0800, size=66 bytes

                                                   IP  D=[172.10.5.2] S=[172.3.253.99] LEN=32 ID=60925

                                                   TCP D=1087 S=12001     ACK=1228070475 WIN=32711

DLC:  ----- DLC Header -----

DLC:  

DLC:  Frame 7 arrived at  12:16:37.4444; frame size is 66 (0042 hex) bytes.

DLC:  Destination = Station 0009B79D51D0

DLC:  Source      = Station 0009B754B980

DLC:  Ethertype  = 0800 (IP)

DLC:  

IP:   ----- IP Header -----

IP:   

IP:   Version = 4, header length = 20 bytes

IP:   Type of service = 00

IP:         000. .... = routine

IP:         ...0 .... = normal delay

IP:         .... 0... = normal throughput

IP:         .... .0.. = normal reliability

IP:   Total length    = 52 bytes

IP:   Identification  = 60925

IP:   Flags           = 0X

IP:         .0.. .... = may fragment

IP:         ..0. .... = last fragment

IP:   Fragment offset = 0 bytes

IP:   Time to live    = 63 seconds/hops

IP:   Protocol        = 6 (TCP)

IP:   Header checksum = D544 (correct)
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IP:   Source address      = [172.3.253.99]  !Indirizzo IP sorgente

IP:   Destination address = [172.10.5.2]   !Indirizzo IP destinatario

IP:   No options

IP:   

TCP:  ----- TCP header -----

TCP:  

TCP:  Source port             = 12001  !Porta Statica
TCP:  Destination port        = 1087   !Porta Dinamica (connection ID)
TCP:  Sequence number         = 2142668580 !Numero di sequenza del primo byte

                          del segmento successivo di dati che AAA invia a BBB

TCP:  Acknowledgment number   = 1228070475 !Ack numero di sequenza del primo 

              byte del segmento successivo che invierà BBB (1228070418+57)
TCP:  Data offset             = 32 bytes

TCP:  Flags                   = 18

TCP:                ..0. .... = (No urgent pointer)

TCP:                ...1 .... = Acknowledgment

TCP:                .... 1... = Push

TCP:                .... .0.. = (No reset)

TCP:                .... ..0. = (No SYN)

TCP:                .... ...0 = (No FIN)

TCP:  Window                  = 32711

TCP:  Checksum                = 47C5 (correct)

TCP:  

TCP:  Options follow

TCP:  No-op

TCP:  No-op

TCP:  Timestamp Option:

TCP:    Timestamp value       = 1417656369

TCP:    Timestamp echo reply  = 1414083635

TCP:  

ADDR  HEX                                                ASCII

0000  00 09 B7 9D 51 D0 00 09  B7 54 B9 80 08 00 45 00  ....Q....T....E.

0010  00 34 ED FD 00 00 3F 06  D5 44 0A 01 FD 63 AC 1B  .4....?..D...c..

0020  05 02 2E E1 04 3F 7F B6  87 24 49 32 DE 4B 80 18  .....?...$I2.K..

0030  7F C7 47 C5 00 00 01 01  08 0A 54 7F B8 31 54 49  ..G.......T..1TI

0040  34 33                                             43

