Esempio di problemi di duplicazione di pacchetti con impatto su alcune implementazioni del TCP
Su una certa implementazione del TCP la duplicazione di pacchetti faceva rimanere in Hang il TCP. Se l’Host 172.24.7.53 era costituito da piattaforma hardware/software con Windows NT la connessione lavorava nonostante la continua duplicazione in uno dei due sensi.

Eliminata la causa della duplicazione le connessioni TCP operavano su qualunque piattaforma.
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- - - - - - - - - - - - - - - - Frame 1 - - - - - - - - - - - - - - - - -

SUMMARY  Delta T     Destination   Source        Summary

M    1            0009B754B980    0006296C47B8     DLC Ethertype=0800, size=74 bytes

                                                   IP  D=[172.26.50.9] S=[172.24.7.53] LEN=40 ID=297

                                                   TCP D=1414 S=1031 SYN SEQ=3212005052 LEN=0 WIN=32768

DLC:  ----- DLC Header -----

DLC:  

DLC:  Frame 1 arrived at  17:57:24.1536; frame size is 74 (004A hex) bytes.

DLC:  Destination = Station 0009B754B980

DLC:  Source      = Station 0006296C47B8

DLC:  Ethertype  = 0800 (IP)

DLC:  

IP:   ----- IP Header -----

IP:   

IP:   Version = 4, header length = 20 bytes

IP:   Type of service = 00

IP:         000. .... = routine

IP:         ...0 .... = normal delay

IP:         .... 0... = normal throughput

IP:         .... .0.. = normal reliability

IP:   Total length    = 60 bytes

IP:   Identification  = 297
IP:   Flags           = 0X

IP:         .0.. .... = may fragment

IP:         ..0. .... = last fragment

IP:   Fragment offset = 0 bytes

IP:   Time to live    = 64 seconds/hops

IP:   Protocol        = 6 (TCP)

IP:   Header checksum = D623 (correct)

IP:   Source address      = [172.24.7.53]

IP:   Destination address = [172.26.50.9]

IP:   No options

IP:   

TCP:  ----- TCP header -----

TCP:  

TCP:  Source port             = 1031

TCP:  Destination port        = 1414

TCP:  Initial sequence number = 3212005052

TCP:  Data offset             = 40 bytes

TCP:  Flags                   = 02

TCP:                ..0. .... = (No urgent pointer)

TCP:                ...0 .... = (No acknowledgment)

TCP:                .... 0... = (No push)

TCP:                .... .0.. = (No reset)

TCP:                .... ..1. = SYN

TCP:                .... ...0 = (No FIN)

TCP:  Window                  = 32768
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TCP:  Checksum                = 0578 (correct)

TCP:  

TCP:  Options follow

TCP:  Maximum segment size    = 524

TCP:  No-op

TCP:  Window scale option     = 0

TCP:  No-op

TCP:  No-op

TCP:  Timestamp Option:

TCP:    Timestamp value       = 2596238155

TCP:    Timestamp echo reply  = 0 (should be zero)

TCP:  

ADDR  HEX                                                ASCII

0000  00 09 B7 54 B9 80 00 06  29 6C 47 B8 08 00 45 00  ...T....)lG...E.

0010  00 3C 01 29 00 00 40 06  D6 23 AC 16 46 35 AC 1B  .<.)..@..#..F5..

0020  05 09 04 07 05 86 BF 73  4E BC 00 00 00 00 A0 02  .......sN.......

0030  80 00 05 78 00 00 02 04  02 0C 01 03 03 00 01 01  ...x............

0040  08 0A 9A BF 73 4B 00 00  00 00                    ....sK....

- - - - - - - - - - - - - - - - Frame 2 - - - - - - - - - - - - - - - - -

SUMMARY  Delta T     Destination   Source        Summary

     2    0.0334  0006296C47B8    0009B754B980     DLC Ethertype=0800, size=70 bytes

                                                   IP  D=[172.24.7.53] S=[172.26.50.9] LEN=36 ID=41089

                                                   TCP D=1031 S=1414 SYN ACK=3212005053 SEQ=235110620 LEN=0 WIN=65535

DLC:  ----- DLC Header -----

DLC:  

DLC:  Frame 2 arrived at  17:57:24.1869; frame size is 70 (0046 hex) bytes.

DLC:  Destination = Station 0006296C47B8

DLC:  Source      = Station 0009B754B980

DLC:  Ethertype  = 0800 (IP)

DLC:  

IP:   ----- IP Header -----

IP:   

IP:   Version = 4, header length = 20 bytes

IP:   Type of service = 00

IP:         000. .... = routine

IP:         ...0 .... = normal delay

IP:         .... 0... = normal throughput

IP:         .... .0.. = normal reliability

IP:   Total length    = 56 bytes

IP:   Identification  = 41089 
IP:   Flags           = 0X

IP:         .0.. .... = may fragment

IP:         ..0. .... = last fragment

IP:   Fragment offset = 0 bytes

IP:   Time to live    = 26 seconds/hops
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IP:   Protocol        = 6 (TCP)

IP:   Header checksum = 5CCF (correct)

IP:   Source address      = [172.26.50.9]
IP:   Destination address = [172.24.7.53]

IP:   No options

IP:   

TCP:  ----- TCP header -----

TCP:  

TCP:  Source port             = 1414

TCP:  Destination port        = 1031

TCP:  Initial sequence number = 235110620

TCP:  Acknowledgment number   = 3212005053

TCP:  Data offset             = 36 bytes

TCP:  Flags                   = 12

TCP:                ..0. .... = (No urgent pointer)

TCP:                ...1 .... = Acknowledgment

TCP:                .... 0... = (No push)

TCP:                .... .0.. = (No reset)

TCP:                .... ..1. = SYN

TCP:                .... ...0 = (No FIN)

TCP:  Window                  = 65535

TCP:  Checksum                = 0009 (correct)

TCP:  

TCP:  Options follow

TCP:  No-op

TCP:  Window scale option     = 4

TCP:  No-op

TCP:  No-op

TCP:  Timestamp Option:

TCP:    Timestamp value       = 3870237663

TCP:    Timestamp echo reply  = 2596238155

TCP:  

ADDR  HEX                                                ASCII

0000  00 06 29 6C 47 B8 00 09  B7 54 B9 80 08 00 45 00  ..)lG....T....E.

0010  00 38 A0 81 00 00 1A 06  5C CF AC 1B 05 09 AC 16  .8......\.......

0020  46 35 05 86 04 07 0E 03  80 DC BF 73 4E BD 90 12  F5.........sN...

0030  FF FF 00 09 00 00 01 03  03 04 01 01 08 0A E6 AF  ................

0040  23 DF 9A BF 73 4B                                 #...sK

- - - - - - - - - - - - - - - - Frame 3 - - - - - - - - - - - - - - - - -

SUMMARY  Delta T     Destination   Source        Summary

     3    0.0011  0006296C47B8    0009B754B980     Transport retransmission

                                                   DLC Ethertype=0800, size=70 bytes

                                                   IP  D=[172.24.7.53] S=[172.26.50.9] LEN=36 ID=41089

                                                   TCP D=1031 S=1414 SYN ACK=3212005053 SEQ=235110620 LEN=0 WIN=65535

DLC:  ----- DLC Header -----
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DLC:  

DLC:  Frame 3 arrived at  17:57:24.1880; frame size is 70 (0046 hex) bytes.

DLC:  Destination = Station 0006296C47B8

DLC:  Source      = Station 0009B754B980

DLC:  Ethertype  = 0800 (IP)

DLC:  

IP:   ----- IP Header -----

IP:   

IP:   Version = 4, header length = 20 bytes

IP:   Type of service = 00

IP:         000. .... = routine

IP:         ...0 .... = normal delay

IP:         .... 0... = normal throughput

IP:         .... .0.. = normal reliability

IP:   Total length    = 56 bytes

IP:   Identification  = 41089

IP:   Flags           = 0X

IP:         .0.. .... = may fragment

IP:         ..0. .... = last fragment

IP:   Fragment offset = 0 bytes

IP:   Time to live    = 26 seconds/hops

IP:   Protocol        = 6 (TCP)

IP:   Header checksum = 5CCF (correct)

IP:   Source address      = [172.26.50.9]

IP:   Destination address = [172.24.7.53]

IP:   No options

IP:   

TCP:  ----- TCP header -----

TCP:  

TCP:  Source port             = 1414

TCP:  Destination port        = 1031

TCP:  Initial sequence number = 235110620

TCP:  Acknowledgment number   = 3212005053

TCP:  Data offset             = 36 bytes

TCP:  Flags                   = 12

TCP:                ..0. .... = (No urgent pointer)

TCP:                ...1 .... = Acknowledgment

TCP:                .... 0... = (No push)

TCP:                .... .0.. = (No reset)

TCP:                .... ..1. = SYN

TCP:                .... ...0 = (No FIN)

TCP:  Window                  = 65535

TCP:  Checksum                = 0009 (correct)

TCP:  

TCP:  Options follow

TCP:  No-op

TCP:  Window scale option     = 4

TCP:  No-op

TCP:  No-op

TCP:  Timestamp Option:

TCP:    Timestamp value       = 3870237663
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TCP:    Timestamp echo reply  = 2596238155

TCP:  

ADDR  HEX                                                ASCII

0000  00 06 29 6C 47 B8 00 09  B7 54 B9 80 08 00 45 00  ..)lG....T....E.

0010  00 38 A0 81 00 00 1A 06  5C CF AC 1B 05 09 AC 16  .8......\.......

0020  46 35 05 86 04 07 0E 03  80 DC BF 73 4E BD 90 12  F5.........sN...

0030  FF FF 00 09 00 00 01 03  03 04 01 01 08 0A E6 AF  ................

0040  23 DF 9A BF 73 4B                                 #...sK

- - - - - - - - - - - - - - - - Frame 4 - - - - - - - - - - - - - - - - -

SUMMARY  Delta T     Destination   Source        Summary

     4    0.0012  0009B754B980    0006296C47B8     DLC Ethertype=0800, size=66 bytes

                                                   IP  D=[172.26.50.9] S=[172.24.7.53] LEN=32 ID=298

                                                   TCP D=1414 S=1031     ACK=235110621 WIN=32768

DLC:  ----- DLC Header -----

DLC:  

DLC:  Frame 4 arrived at  17:57:24.1892; frame size is 66 (0042 hex) bytes.

DLC:  Destination = Station 0009B754B980

DLC:  Source      = Station 0006296C47B8

DLC:  Ethertype  = 0800 (IP)

DLC:  

IP:   ----- IP Header -----

IP:   

IP:   Version = 4, header length = 20 bytes

IP:   Type of service = 00

IP:         000. .... = routine

IP:         ...0 .... = normal delay

IP:         .... 0... = normal throughput

IP:         .... .0.. = normal reliability

IP:   Total length    = 52 bytes

IP:   Identification  = 298

IP:   Flags           = 0X

IP:         .0.. .... = may fragment

IP:         ..0. .... = last fragment

IP:   Fragment offset = 0 bytes

IP:   Time to live    = 64 seconds/hops

IP:   Protocol        = 6 (TCP)

IP:   Header checksum = D62A (correct)

IP:   Source address      = [172.24.7.53]

IP:   Destination address = [172.26.50.9]

IP:   No options

IP:   

TCP:  ----- TCP header -----

TCP:  

TCP:  Source port             = 1031

TCP:  Destination port        = 1414
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TCP:  Sequence number         = 3212005053

TCP:  Acknowledgment number   = 235110621

TCP:  Data offset             = 32 bytes

TCP:  Flags                   = 10

TCP:                ..0. .... = (No urgent pointer)

TCP:                ...1 .... = Acknowledgment
TCP:                .... 0... = (No push)

TCP:                .... .0.. = (No reset)

TCP:                .... ..0. = (No SYN)

TCP:                .... ...0 = (No FIN)

TCP:  Window                  = 32768

TCP:  Checksum                = 93EE (correct)

TCP:  

TCP:  Options follow

TCP:  No-op

TCP:  No-op

TCP:  Timestamp Option:

TCP:    Timestamp value       = 2596238193

TCP:    Timestamp echo reply  = 3870237663

TCP:  

ADDR  HEX                                                ASCII

0000  00 09 B7 54 B9 80 00 06  29 6C 47 B8 08 00 45 00  ...T....)lG...E.

0010  00 34 01 2A 00 00 40 06  D6 2A AC 16 46 35 AC 1B  .4.*..@..*..F5..

0020  05 09 04 07 05 86 BF 73  4E BD 0E 03 80 DD 80 10  .......sN.......

0030  80 00 93 EE 00 00 01 01  08 0A 9A BF 73 71 E6 AF  ............sq..

0040  23 DF                                             #.

- - - - - - - - - - - - - - - - Frame 5 - - - - - - - - - - - - - - - - -

SUMMARY  Delta T     Destination   Source        Summary

     5    0.0006  0009B754B980    0006296C47B8     DLC Ethertype=0800, size=66 bytes

                                                   IP  D=[172.26.50.9] S=[172.24.7.53] LEN=32 ID=299

                                                   TCP D=1414 S=1031     ACK=235110621 WIN=32768

DLC:  ----- DLC Header -----

DLC:  

DLC:  Frame 5 arrived at  17:57:24.1898; frame size is 66 (0042 hex) bytes.

DLC:  Destination = Station 0009B754B980

DLC:  Source      = Station 0006296C47B8

DLC:  Ethertype  = 0800 (IP)

DLC:  

IP:   ----- IP Header -----

IP:   

IP:   Version = 4, header length = 20 bytes

IP:   Type of service = 00

IP:         000. .... = routine

IP:         ...0 .... = normal delay

IP:         .... 0... = normal throughput
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IP:         .... .0.. = normal reliability

IP:   Total length    = 52 bytes

IP:   Identification  = 299

IP:   Flags           = 0X

IP:         .0.. .... = may fragment

IP:         ..0. .... = last fragment

IP:   Fragment offset = 0 bytes

IP:   Time to live    = 64 seconds/hops

IP:   Protocol        = 6 (TCP)

IP:   Header checksum = D629 (correct)

IP:   Source address      = [172.24.7.53]

IP:   Destination address = [172.26.50.9]

IP:   No options

IP:   

TCP:  ----- TCP header -----

TCP:  

TCP:  Source port             = 1031

TCP:  Destination port        = 1414

TCP:  Sequence number         = 3212005053

TCP:  Acknowledgment number   = 235110621

TCP:  Data offset             = 32 bytes

TCP:  Flags                   = 10

TCP:                ..0. .... = (No urgent pointer)

TCP:                ...1 .... = Acknowledgment
TCP:                .... 0... = (No push)

TCP:                .... .0.. = (No reset)

TCP:                .... ..0. = (No SYN)

TCP:                .... ...0 = (No FIN)

TCP:  Window                  = 32768

TCP:  Checksum                = 93ED (correct)

TCP:  

TCP:  Options follow

TCP:  No-op

TCP:  No-op

TCP:  Timestamp Option:

TCP:    Timestamp value       = 2596238194

TCP:    Timestamp echo reply  = 3870237663

TCP:  

ADDR  HEX                                                ASCII

0000  00 09 B7 54 B9 80 00 06  29 6C 47 B8 08 00 45 00  ...T....)lG...E.

0010  00 34 01 2B 00 00 40 06  D6 29 AC 16 46 35 AC 1B  .4.+..@..)..F5..

0020  05 09 04 07 05 86 BF 73  4E BD 0E 03 80 DD 80 10  .......sN.......

0030  80 00 93 ED 00 00 01 01  08 0A 9A BF 73 72 E6 AF  ............sr..

0040  23 DF                                             #.

- - - - - - - - - - - - - - - - Frame 6 - - - - - - - - - - - - - - - - -

SUMMARY  Delta T     Destination   Source        Summary
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     6    0.0039  0009B754B980    0006296C47B8     DLC Ethertype=0800, size=66 bytes

                                                   IP  D=[172.26.50.9] S=[172.24.7.53] LEN=32 ID=300

                                                   TCP D=1414 S=1031     ACK=235110621 WIN=32768

DLC:  ----- DLC Header -----

DLC:  

DLC:  Frame 6 arrived at  17:57:24.1937; frame size is 66 (0042 hex) bytes.

DLC:  Destination = Station 0009B754B980

DLC:  Source      = Station 0006296C47B8

DLC:  Ethertype  = 0800 (IP)

DLC:  

IP:   ----- IP Header -----

IP:   

IP:   Version = 4, header length = 20 bytes

IP:   Type of service = 00

IP:         000. .... = routine

IP:         ...0 .... = normal delay

IP:         .... 0... = normal throughput

IP:         .... .0.. = normal reliability

IP:   Total length    = 52 bytes

IP:   Identification  = 300

IP:   Flags           = 0X

IP:         .0.. .... = may fragment

IP:         ..0. .... = last fragment

IP:   Fragment offset = 0 bytes

IP:   Time to live    = 64 seconds/hops

IP:   Protocol        = 6 (TCP)

IP:   Header checksum = D628 (correct)

IP:   Source address      = [172.24.7.53]

IP:   Destination address = [172.26.50.9]

IP:   No options

IP:   

TCP:  ----- TCP header -----

TCP:  

TCP:  Source port             = 1031

TCP:  Destination port        = 1414

TCP:  Sequence number         = 3212005053

TCP:  Acknowledgment number   = 235110621

TCP:  Data offset             = 32 bytes

TCP:  Flags                   = 18

TCP:                ..0. .... = (No urgent pointer)

TCP:                ...1 .... = Acknowledgment

TCP:                .... 1... = Push

TCP:                .... .0.. = (No reset)

TCP:                .... ..0. = (No SYN)

TCP:                .... ...0 = (No FIN)

TCP:  Window                  = 32768

TCP:  Checksum                = 93E5 (correct)

TCP:  

TCP:  Options follow

TCP:  No-op
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TCP:  No-op

TCP:  Timestamp Option:

TCP:    Timestamp value       = 2596238194

TCP:    Timestamp echo reply  = 3870237663

TCP:  

ADDR  HEX                                                ASCII

0000  00 09 B7 54 B9 80 00 06  29 6C 47 B8 08 00 45 00  ...T....)lG...E.

0010  00 34 01 2C 00 00 40 06  D6 28 AC 16 46 35 AC 1B  .4.,..@..(..F5..

0020  05 09 04 07 05 86 BF 73  4E BD 0E 03 80 DD 80 18  .......sN.......

0030  80 00 93 E5 00 00 01 01  08 0A 9A BF 73 72 E6 AF  ............sr..

0040  23 DF                                             #.

- - - - - - - - - - - - - - - - Frame 7 - - - - - - - - - - - - - - - - -

SUMMARY  Delta T     Destination   Source        Summary

     7    0.0218  0006296C47B8    0009B754B980     DLC Ethertype=0800, size=66 bytes

                                                   IP  D=[172.24.7.53] S=[172.26.50.9] LEN=32 ID=41090

                                                   TCP D=1031 S=1414     ACK=3212005053 WIN=16384

DLC:  ----- DLC Header -----

DLC:  

DLC:  Frame 7 arrived at  17:57:24.2154; frame size is 66 (0042 hex) bytes.

DLC:  Destination = Station 0006296C47B8

DLC:  Source      = Station 0009B754B980

DLC:  Ethertype  = 0800 (IP)

DLC:  

IP:   ----- IP Header -----

IP:   

IP:   Version = 4, header length = 20 bytes

IP:   Type of service = 00

IP:         000. .... = routine

IP:         ...0 .... = normal delay

IP:         .... 0... = normal throughput

IP:         .... .0.. = normal reliability

IP:   Total length    = 52 bytes

IP:   Identification  = 41090

IP:   Flags           = 0X

IP:         .0.. .... = may fragment

IP:         ..0. .... = last fragment

IP:   Fragment offset = 0 bytes

IP:   Time to live    = 26 seconds/hops

IP:   Protocol        = 6 (TCP)

IP:   Header checksum = 5CD2 (correct)

IP:   Source address      = [172.26.50.9]

IP:   Destination address = [172.24.7.53]

IP:   No options

IP:   

TCP:  ----- TCP header -----
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TCP:  

TCP:  Source port             = 1414

TCP:  Destination port        = 1031

TCP:  Sequence number         = 235110621

TCP:  Acknowledgment number   = 3212005053

TCP:  Data offset             = 32 bytes

TCP:  Flags                   = 10

TCP:                ..0. .... = (No urgent pointer)

TCP:                ...1 .... = Acknowledgment

TCP:                .... 0... = (No push)

TCP:                .... .0.. = (No reset)

TCP:                .... ..0. = (No SYN)

TCP:                .... ...0 = (No FIN)

TCP:  Window                  = 16384

TCP:  Checksum                = D3E6 (correct)

TCP:  

TCP:  Options follow

TCP:  No-op

TCP:  No-op

TCP:  Timestamp Option:

TCP:    Timestamp value       = 3870237671

TCP:    Timestamp echo reply  = 2596238193

TCP:  

ADDR  HEX                                                ASCII

0000  00 06 29 6C 47 B8 00 09  B7 54 B9 80 08 00 45 00  ..)lG....T....E.

0010  00 34 A0 82 00 00 1A 06  5C D2 AC 1B 05 09 AC 16  .4......\.......

0020  46 35 05 86 04 07 0E 03  80 DD BF 73 4E BD 80 10  F5.........sN...

0030  40 00 D3 E6 00 00 01 01  08 0A E6 AF 23 E7 9A BF  @...........#...

0040  73 71                                             sq

- - - - - - - - - - - - - - - - Frame 8 - - - - - - - - - - - - - - - - -

SUMMARY  Delta T     Destination   Source        Summary

     8    0.0003  0006296C47B8    0009B754B980     DLC Ethertype=0800, size=66 bytes

                                                   IP  D=[172.24.7.53] S=[172.26.50.9] LEN=32 ID=41090

                                                   TCP D=1031 S=1414     ACK=3212005053 WIN=16384

DLC:  ----- DLC Header -----

DLC:  

DLC:  Frame 8 arrived at  17:57:24.2157; frame size is 66 (0042 hex) bytes.

DLC:  Destination = Station 0006296C47B8

DLC:  Source      = Station 0009B754B980

DLC:  Ethertype  = 0800 (IP)

DLC:  

IP:   ----- IP Header -----

IP:   

IP:   Version = 4, header length = 20 bytes

IP:   Type of service = 00
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IP:         000. .... = routine

IP:         ...0 .... = normal delay

IP:         .... 0... = normal throughput

IP:         .... .0.. = normal reliability

IP:   Total length    = 52 bytes

IP:   Identification  = 41090

IP:   Flags           = 0X

IP:         .0.. .... = may fragment

IP:         ..0. .... = last fragment

IP:   Fragment offset = 0 bytes

IP:   Time to live    = 26 seconds/hops

IP:   Protocol        = 6 (TCP)

IP:   Header checksum = 5CD2 (correct)

IP:   Source address      = [172.26.50.9]

IP:   Destination address = [172.24.7.53]

IP:   No options

IP:   

TCP:  ----- TCP header -----

TCP:  

TCP:  Source port             = 1414

TCP:  Destination port        = 1031

TCP:  Sequence number         = 235110621

TCP:  Acknowledgment number   = 3212005053

TCP:  Data offset             = 32 bytes

TCP:  Flags                   = 10

TCP:                ..0. .... = (No urgent pointer)

TCP:                ...1 .... = Acknowledgment

TCP:                .... 0... = (No push)

TCP:                .... .0.. = (No reset)

TCP:                .... ..0. = (No SYN)

TCP:                .... ...0 = (No FIN)

TCP:  Window                  = 16384

TCP:  Checksum                = D3E6 (correct)

TCP:  

TCP:  Options follow

TCP:  No-op

TCP:  No-op

TCP:  Timestamp Option:

TCP:    Timestamp value       = 3870237671

TCP:    Timestamp echo reply  = 2596238193

TCP:  

ADDR  HEX                                                ASCII

0000  00 06 29 6C 47 B8 00 09  B7 54 B9 80 08 00 45 00  ..)lG....T....E.

0010  00 34 A0 82 00 00 1A 06  5C D2 AC 1B 05 09 AC 16  .4......\.......

0020  46 35 05 86 04 07 0E 03  80 DD BF 73 4E BD 80 10  F5.........sN...

0030  40 00 D3 E6 00 00 01 01  08 0A E6 AF 23 E7 9A BF  @...........#...

0040  73 71                                             sq

- - - - - - - - - - - - - - - - Frame 9 - - - - - - - - - - - - - - - - -
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SUMMARY  Delta T     Destination   Source        Summary

     9    0.0019  0009B754B980    0006296C47B8     DLC Ethertype=0800, size=66 bytes

                                                   IP  D=[172.26.50.9] S=[172.24.7.53] LEN=32 ID=301

                                                   TCP D=1414 S=1031     ACK=235110621 WIN=32768

DLC:  ----- DLC Header -----

DLC:  

DLC:  Frame 9 arrived at  17:57:24.2176; frame size is 66 (0042 hex) bytes.

DLC:  Destination = Station 0009B754B980

DLC:  Source      = Station 0006296C47B8

DLC:  Ethertype  = 0800 (IP)

DLC:  

IP:   ----- IP Header -----

IP:   

IP:   Version = 4, header length = 20 bytes

IP:   Type of service = 00

IP:         000. .... = routine

IP:         ...0 .... = normal delay

IP:         .... 0... = normal throughput

IP:         .... .0.. = normal reliability

IP:   Total length    = 52 bytes

IP:   Identification  = 301

IP:   Flags           = 0X

IP:         .0.. .... = may fragment

IP:         ..0. .... = last fragment

IP:   Fragment offset = 0 bytes

IP:   Time to live    = 64 seconds/hops

IP:   Protocol        = 6 (TCP)

IP:   Header checksum = D627 (correct)

IP:   Source address      = [172.24.7.53]

IP:   Destination address = [172.26.50.9]

IP:   No options

IP:   

TCP:  ----- TCP header -----

TCP:  

TCP:  Source port             = 1031

TCP:  Destination port        = 1414

TCP:  Sequence number         = 3212005053

TCP:  Acknowledgment number   = 235110621

TCP:  Data offset             = 32 bytes

TCP:  Flags                   = 18

TCP:                ..0. .... = (No urgent pointer)

TCP:                ...1 .... = Acknowledgment

TCP:                .... 1... = Push

TCP:                .... .0.. = (No reset)

TCP:                .... ..0. = (No SYN)

TCP:                .... ...0 = (No FIN)

TCP:  Window                  = 32768

TCP:  Checksum                = 93C2 (correct)

TCP:  

TCP:  Options follow
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TCP:  No-op

TCP:  No-op

TCP:  Timestamp Option:

TCP:    Timestamp value       = 2596238221

TCP:    Timestamp echo reply  = 3870237671

TCP:  

ADDR  HEX                                                ASCII

0000  00 09 B7 54 B9 80 00 06  29 6C 47 B8 08 00 45 00  ...T....)lG...E.

0010  00 34 01 2D 00 00 40 06  D6 27 AC 16 46 35 AC 1B  .4.-..@..'..F5..

0020  05 09 04 07 05 86 BF 73  4E BD 0E 03 80 DD 80 18  .......sN.......

0030  80 00 93 C2 00 00 01 01  08 0A 9A BF 73 8D E6 AF  ............s...

0040  23 E7                                             #.

Numero iniziale con cui 172.24.7.53 apre la connessione





Identificativo pacchetto IP





Identificativo pacchetto IP





Numero iniziale con cui 172.26.50.9 apre la connessione





Ack di risposta al pacchetto di apertura connessione di 172.24.7.53 


3212005052 + 1





Identificativo pacchetto IP: Duplicazione del frame 2 !!!





Identificativo pacchetto IP





Ack di risposta al pacchetto di apertura connessione di 172.26.50.9 


235110620 + 1





Sequence number  con cui 172.26.50.9  opera la terza fase di  handshake (numero iniziale +1) 





Seconda risposta (terza fase di handshake) da parte di 172.24.7.53 per effetto della duplicazione dell’ACK da parte di 172.26.50.9





Identificativo pacchetto IP: Duplicazione del frame 7 !!!








