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Nota di Copyright
This set of transparencies, hereinafter referred to as slides, is protected by copyright laws and 
provisions of International Treaties.  The title and copyright regarding the slides (including, 
but not limited to, each and every image, photography, animation, video, audio, music and 
text) are property of the authors specified on page 1.

The slides may be reproduced and used freely by research institutes, schools and Universities 
for non-profit institutional purposes.  In such cases, no authorization is requested.

Any total or partial use or reproduction (including, but not limited to, reproduction on 
magnetic media, computer networks, and printed reproduction) is forbidden, unless explicitly 
authorized by the authors by means of written license.

Information included in these slides is deemed as accurate at the date of publication.  Such 
information is supplied for merely educational purposes and may not be used in designing 
systems, products, networks, etc.  In any case, these slides are subject to changes without 
any previous notice.  The authors do not assume any responsibility for the contents of these 
slides (including, but not limited to, accuracy, completeness, enforceability, updated-ness of 
information hereinafter provided).  

In any case, accordance with information hereinafter included must not be declared.

In any case, this copyright notice must never be removed and must be reported even in 
partial uses.
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IP Addressing
Each IP address must be unique

If two hosts had the same address, which one would receive 
a packet sent to that address?

Centralized Assignment
IANA: Internet Assigned Numbers Authority
Delegation to registries

APNIC (Asia-Pacific Network Information Center)
ARIN (American Registry for Internet Numbers )
RIPE NCC (Réseaux IP Européens)

Delegation to ISPs (Internet Service Providers)
Delegation to IT department
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Private Addresses
10.0.0.0/8

1 class A prefix
172.16.0.0/16 - 172.31.0.0/16

16 class B prefixes
192.168.0.0/24 - 192.168.255.0/24

256 class C prefixes
Not assigned to any public network
Cannot be used to communicate with Internet nodes

Uniqueness is not guaranteed
Can be used within private networks
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Obscuration of a Destination
Private hosts with public addresses
Destinations with addresses given to private hosts cannot be 
reached

Routers forward packets along the shortest path

B
BUT

A

R
S

From A to B

Private host

Public host
Enterprise intranet

Internet

© M. Baldi: see page 2privateAdd - 6

Private (IP) Networks
A network not connected to the Internet can use any 
addresses
A private network connected to the Internet: Intranet

Private hosts + public hosts
Private hosts use private addresses

Internet

Private Intranet

Public
Intranet

Public addresses

Public addresses

Private addresses
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Internet Access with Private Addressing: 
Proxy Server

Internet

Private 
Intranet

Public
Intranet

ftp.studioreti.it

www.netscire.it

C A B

http://www.netscire.it

http://www.netscire.it

index.htm

index.htm

HTTP proxy
(web proxy)

FTP proxy
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Internet

Private Intranet

Public
Intranet

Internet Access with Private Addressing: NAT
Network Address Translation
Outbound packets

Substitute private IP source address with a public one
Inbound packets

Substitute the public IP destination address with the original 
(private) one

Access router
NAT functionality
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